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DoS Attacks Increasing in Size

Peak Attack Size
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» Largest attack reported was 800 Gbps with other respondents reporting attacks of 600
Gbps, 550 Gbps, and 500 Gbps

* One third of respondents report peak attacks over 100Gbps

*  41% of EGE respondents and 61% of data-center operators reported attacks exceeding
. their total Internet capacity
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orldwide DDoS Attack (Past Year) — Largest DDoS

DDoS Attacks - Bandwidth

ing filtered data for a total of 7.9 million attacks

01/11/2016 — 01/11/2017 Pl @ 1 year Bandwidth: Sum Group: No grouping
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alaysia DDoS Attack (Past Year) — Largest DDoS

DDoS Attacks - Bandwidth

)1/11/2016 — 01/11/2017 Pl @ 1 year Bandwidth: Maximum Group: No grouping
75.1 Gb 742 Gb
64.5Gb 62.2 Gb 63 Gb
452 Gb
346 31.3Gb
24.5Gb
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11.3 Gb
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alaysia DDoS Attack (Past Year) — Total DDoS

DDoS Attacks - Bandwidth

)1/11/2016 — 01/11/2017 Pl @ 1 year Bandwidth: Sum Group: No grouping
201Tb
1.04 Tb
962 Gb 970 Gb 10210 037 Gb
859 Gb
792 Gb 735 Gb 768 Gb
. I I i
Nov Dec Jan Feb Mar Apr May Jun Jul Aug Sep
2017
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)0S Extortion — Recent Malaysia Attacks
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Hackers part of Arnmada
Collective, says IT security
specialist

. f ] = ] o- ] in ] = ] =

PETALING JUAYA: Hackers who incapacitated several local brokerage firms are
believed to belong to the Armada Collective, according to IT security specialist
LGMS.

It based this on the ransom e-mail it managed to obtain, although LGMS founder
C.F. Fong said it could just be a group of copycat hackers, maybe even one
operating from Malaysia.

The Armada Collective is reported to have been responsible for attacks on five
Taiwanese brokerage firms in February and several financial institutions in
Switzerland in 201 5.

he attackers were demanding a ransom of 10 Bitcoins (worth RM110,500), said

“One of the ransom deadlines given by the hackers is July 13. If the broker fails to
pay, the hackers will attack again,” he said.

IThe hackers used a DDoS (distributed denial of service) attack which floods the
victims’ servers with irrelevant traffic so that they are unable to respond to |
egitimate requests, resulting in downtime.



ousands of hacked CCTV devices used in DD
tacks

g~y
awk ‘{print $1,$2,83,86}"' | sed “ss/ /|/9" |
1.2,3,7,8,10,11 ~d *|*' | sed ««bps/Gops/"
- pps/Mpps/™ cut —7 2.3,4,5,6,7 -4 "™ | sort
rep “gone™ | sed "s/gone|/s/"
Sep|18|10:49:12 |tcp_ack |20Mpps | 232CGops
Sep |18 |10:58:32 |tcp_ack |1SMpps | 173Ghps
Sep|18|11:17:02|tcp_ack|19Mpps | 224Gbps
Sepl|l8|11:44:17 |tcp_ack|19Mpps | 227CGDops
Sep|18]19:05:47 |tcp_ack |66Mpps | 735Ghps
Sep|18)|20:49:2T7 |tcp_ack |BiMpps | 360GLps
Sep|18|22:43:32|tcp_ack|1iMpps|136Gops
Sep |18 |22:44:17 |tcp_ack |38Mpps | 442Gops
Sep|19)10:13:57 |tcp_ack |10Mpps | 117Ghps
Sep|19|11:53:57 |tcp_ack|13Mpps | 159Gbps
Sepl|l19]|1 54:42 | tcp_ack |52Mpps |6@27Chps
Sep|19)122:51:57 |tcp_ack |10Mpps | 115Ghps
Sep|20|901:40:02 |tcp_ack | 22Mpps | 191Ghps
Sep|20|901:40:47 |tcp_ack |93Mp~ 5 799Chps
Sep|20|91:50:07 |tcp_ack | SMpps | 124Gbps
Sep|20|01:50:32 |tcp k| T2Mpp=s | 615Ghps
Sep|20|©3:12:121-{p_ack|49Mpps | 419Gbps
Sep|20|11:57 g7 |tcp_ack|15Mpps | 178CGbps
Sep|20|3°.58:02 |tcp_ack |60Mpps | 69BGLps
Sepllao|12:31:12 |tcp_ack |1THMpps | 201GLps
Tep|20)|12:32:22 | tcp_ack |5S0Mpps | S87CGhps
Sep|20]|12:47:02 | tcp_ack |18Mpps | 210Ghps
Sep|20|12:48:17 |tcp_ack |49Mpps | S72Ghps
Sep|21|05:99:42 | tcp_ack|32Mpps | 144Gbps
Sep|21|20:21:37 |tcp_ack |22Mpps | 122CGops
Sep|22|00:50:5T7 |tcp_ack |16Mpps | 191Ghps

Vrir: hoaua noawe ssai in Fesmw Frwni) Froney

25000 CCTV Cameras Hack

Massive DDoS Attack Launched




2016 10T Botnet DDoS Attacks

Mirai loT botnet blamed for 'smashing Liber
nmer, 2016 — 540 Gbps attack on an organization a 0 bO't et blamed for ‘smas g be
associated with the Rio Olympics (Lizardstresser)  the internet

tember 20th — 620 Gbps attack targeting Entire country.glets tq enjoy life without the web thanks to h
KrebsOnSecurity.com (Mirai) DDoS attack, it is claimed

tember 21st — 990 Gbps attack targeting OVH
(Mirai)

ober 21st — Dyn’s Managed DNS Infrastructure
Targeted (Mirai)

ober 31st — 600 Gbps attack on Liberia (Mirai)

/\RBOR A map showing areas of Internet outages the morning of Friday, October 21, 2016. At the
4 distributed denial of service attack on Dyn, an Internet and DNS service provider was un



fter quietly infecting a million devices,
eaper botnet set to be worse than Mirai

per is on track to become one of the largest botnets recorded in recent years — and yet nobody seems
wowhat it will do or when, But researchers say the damage could be bigger than last year's cyberattack.

’ By Zack Whittaker for Zero Day | October 24, 2017 -- 12:46 GMT (05:46 PDT) | Topic: Security

e of 1st-known Android DDoS malware

ccsprones oo | Tt Boted s Overa Millr
(rganizatons i Under 30 Dy

TheloT bofnet s expected to spread fatertan Ml
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ATLAS loT Botnet tracking

Login attempts by APAC ASN

AS 3462
o
102,975
26,573
19,465
sa 17,062
~ Brazil ] 16,609
~ Russia 13,378 e V
11,697 °
11,200 o
10,190 .
9,856 h

5% AS 4766

AS 18403 8%
6% AS 7552
7%
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cale: Driving Factors, Reflection Amplification

ATLAS Reflection/Amplification Attacks, Peak Sizes (Gbps]

10 —
10 —
10 —
10 —
0—

ource: Arbor Networks, Inc.

®
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ONS amplification

NTP amplification

Chargen amplification

SSOP amplification °
SNMP amplification

Portmap amplification

MSSQL amplification

137

101

Reflection Amplification attacks continue
but there has been some cyclic change
the protocols favored by attackers.

Strong growth in the use of DNS (again)
through 2016

Largest monitored attack of 498.3Gbs, ¢
97% jump from last year

— DNS and NTP attacks over 400Gbps,
Chargen over 200Gbps
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equency : Up Across the Board

Data Center DDoS Attack Frequency EGE DDoS Attack Frequency Per Month

6%
7% :
500+ 9%
4%

8] 0
101-500 41 /O
1-10 1% 55%

11%
51-100

@ 1-10 per month

@ 11-20 per month

@ °1-50 per month

@ 51-100 per month

@ More than 100 per month

15%

21-50

22%

11-20

Source: Arbor Networks, Inc.

Source: Arbor Networks, Inc.

* 53% of SPs see more than 51 attacks per month, up from 44%

« 21% of data-centers see more than 50 attacks per month, up from 8%
*  45% of EGE see more than 10 attacks per month, up from 28%
 ATLAS is tracking 135,000 Volumetric attacks per week.

©2017 ARBOR® CONFIDENTIAL & PROPRIETARY
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equency - Weaponization of DDoS

Increased availability of “Stresser
Tools”/"Booters” which perform highly
distributed attacks using a combination
of non-spoofed and spoofed
amplification attacks. Often linked to
bot-farms.

Development of tools for use by
voluntarily opt-in attackers:

= s 3 Low Orbit lon Cannon used to perform
92.80.60.45 ¥ non-spoofed UDP/ICMP attacks

i o h High Orbit lon Cannon sends non-
SRR i R — spoofed HTTP requests against multiple

HIGH ORBIT [ON CANNON

f STANDING BY THREADS OUTPUT  TARGETS .
s sites
HIgH ORBIT

ION CANNON FIRE TEH LAZER!
ENTlAL & PROPRIETARY

IN GEOSYNCHONOUS ORBIT

Obytes $) (=




‘requency - DDoS tools for the masses

Anyone which has the capability to
click a button can now launch an
DDoS attack.

Stresser

Cheap and simple to use:

VIP accounts!

Cloudflare resolver:

Our Pricing Lifetime subscription!

24x7 customer support!

1 Month Basic Bronze Lifetime Gold Lifetime Green Lifetime g, qiness Lifetime

5.00€ 22.00€ 50.00€ 60.00€ 99.00<
| Primarily used by gamers attacking

each other but recently we have bee
seeing them used to attack highly
visible targets.

“NTIAL & PROPRIETARY



omplexity : EGE Attack Types

30%0 40%06

Not Applicable Yes

B0%%0

Volumetric

‘ 19%%6
State- Multi-Vector
Exhaustion Attacks

30%0
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REWALL, IPS, LOAD BALANCER FAIL TO STOP DDOS
TTACKS

i w
o 53%+

OF ENTERPRISES REPORTED

FAILURES DUE TO A

l - - DDoS ATTACK

SOURCE ARBOR NETWORKS t1TH ANNUAL WORLDWIDE INFRASTRUCTURE SECURITY REPORT

Y2014 Y2016

® i N 43 %

11% These devices are not
deployed in the data center

Data Center Firewall Failures Due to DDoS

Forty-three percent witnessed
their firewalls or IPS/10S devices
experience or contribute to an
outage during a DDoS attack.

S@ource: Arbor Networks Annual Worldwide Infrastructure Security Report

l/\_RBOR ©2017 ARBOR® CONFIDENTIAL & PROPRIETARY



TATE EXHAUSTION DDOS ATTACK

Attack Traffic —_— >
Good Traffic _

DATA CENTER

g

1681106

’¢’ Source Address | SourcePort D:m:" Desl;:rzlﬁnn Cm;n&lhn
168110 | 1030 00982 |80 sl
168110 | 61 20418 st
92168110 [t

-
-
P -
PR WHABL | 1% ! Fsaflted
P
1233 111 Y1681 Fsablised

0208 |3 191816 |80 sl

MRy |0 191816 |8 bl

| M 191816 |80 Fsahisted
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Target Applications
and Services



TATEFUL DEVICE ?

RFORMANCE AND CAPACITIES! PA-5060 PA-5050 PA-5020
wall throughput (App-ID enabled) 20 Gbps 10 Gbps 5 Gbps
eat prevention throughput 10 Gbps 5 Gbps 2 Gbps

ec VPN throughput _ _ _ _ _ ______4Gbps____AGbps___ _20btps _
CSSSEONS _ o - 4000000 200,000 1000000
v sessions per second 120,000 120,000 120,000

ec VPN tunnels/tunnel interfaces 8,000 4,000 2,000
balProtect (SSL VPN) concurrent users 20,000 10,000 5,000
_decrypt sessions 90,000 45,000 15,000
_inbound certificates 1,000 300 100

ual routers 225 125 20

ual systems (base/max2) 25/225* 25/125* 10/20*
urity zones 900 500 80

. number of policies 40,000 20,000 10,000

10 Gigahit Ethernet Connectivity

jware M-8000 M-6050 M-4050 M-3050 M-2950 M-2850 M-1450 M-1250

S

e

hroughput 10 Gbps 5Gbps 3Gbps 1.5 Gbps 1 Gbps 600 Mbps 200 Mbps 100 Mbps
oughput Up to 20 Gbps Upto 10 Gbps Upto 4 Gbps Up to 2.5 Gbps Upto 1.5 Gbps Upto 1Gbps Upto300Mbps ~ Upto 150 Mbps
ncurrent 4,000,000 2,000,000 1,500,000 750,000 750,000 750,000 80,000 40,000
ons per Second 250,000 125,000 75,000 38,000 31,500 20,800 8300 4150
tions per Second 120,000 60,000 36,000 18,000 15,000 10,000 4,000 2,000

BOH

Scale and BIG-IP BIG-IP BIG-IP
Performance 10050s/10250v  7050s/7250v 5050s/5250v
Maximum firewall
throughput 80 Gbps 40 Gbps 30 Gbps
Connections per 370,000/ 670,000/
second 850,000 750,000 330,000
: Maximum concurrent | 5 lion 22 million 22 million
connections
‘ﬁ--------------------------------------------
X06 Series X016 Series X412 Series X420 Series X420
Hardware Platform OnDemand SwitchVLS1 | OnDemand Switch2S1 | OnDemand Switch3S1 ~ OnDemand SwitchHTQ | OnDemand Sw
(single PS) (single PS) (Behavioral Protection)
OnDemand Switch VL S2 ' OnDemand Switch2S2 | OnDemand Switch 3 S2
(dual PS) (dual PS) (IPS & Behavioral Protection)
Performance
OnDemand Scalable DPmode| 206- 200Mbps | DPmodel 1016-1Gbps | DPmodel 2412-2Gbps ~ DP model 10420 - 10 Gbps | DP model 5044
Throughput Licenses' DP model 506 - 500 Mbps | DP model 2016-2Gbps | DPmodel 4412-4Gbps ~ DP model 20420 - 20 Gbps | DP model 1004
DPmodel1006-1Gbps ~  DPmodel 3016-3Gbps | DP model 8412-8Gps ~ DP model 30420 30 Gbps | DP model 1604
DP model 2006 - 2 Ghps DP model 12412 - 12 Gbps  * DP model 40420 - 40 Gbps
Max Miigation 3Gbps 3Ghps 18Gbps 60Gbps 300Gbps
@&Mh@@lﬂ-------------------------------------------
b Max Legit Concurrent Sessions | 2,000,000 4,000,000 6,000,000 25,000,000
Max Attack Concunent Sessions | Unlimited Unlimited Unlimited Unlimited Unlimited




DDoS Targets

Attack Target Customer Verticals

D) 69% W 35% =—|, 9%
c/ ) End-User/Subscriber + Gaming EIEIEI Gambling
Ve 48% == 31% 7%
ﬂl][l[l Government Education Manufacturing
8 )
Financial Services Law Enforcement o Other

N

eCommerce

oco® wm 40%%0 C 10%6
@O )
oo w4 Hosting Healthcare
AN
36%0

R 0%
& Energy/Utilities

Source: Arbor Networks, Inc.
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\pact : Enterprise

Business Impacts of D0DoS Attacks

50% —
=
=)
T (=]
40% — ﬁ ¢» Reputation/brand damage
<
@ OQOperational expense
@ Specialized IT security remediation and investigation service
30% — . .
@ Loss of executive or senior management
@ Revenue loss
50% — @ Loss of customers
o
@ Extortion payments
@ Regulatory penalties and/or fines
10% —] = @ Stock price fluctuation
= =S = - o @» Increase in cybersecurity insurance premium
== Unknown or not applicable
0% — .

Source: Arbor Networks, Inc.

* Reputation/brand damage and operational expense most commonly cited business impacts by EGE
respondents

— Increase from 36% to 48% experiencing brand damage
«  59% of EGE respondents estimate downtime cost of > $500/min.

« Majority estimate cost of a major attack below $10K, some estimate over $1M
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Thank You

Tony Teo — tteo@arbor.net
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The Security Division of NETSCOUT
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